
	
	ZUYD-CSIRT	Zuyd	University	profile	 	 	 	v.1.10		
Established	according	to	RFC-2350.	
	
1.	Document	Information		
	
1.1.	Date	of	Last	Update		
This	is	version	1.10	of	February	2nd	2026.	
	
1.2.	Distribution	List	for	Notifications		
This	profile	is	kept	up	to	date	on	the	location	specified	in	1.3	.		
E-mail	notification	of	updates	are	sent	to:		

• All	members	of	ZUYD-CSIRT		
• SURFcert	(	cert@surfnet.nl,	more	information	see	https://www.trusted-

introducer.org/teams/surfcert.html	or	
http://www.db.ripe.net/whois?form_type=simple&full_query_string=&searchtext=-B+irt-
surfcert&do_search=Search)		

Any	questions	about	updates	please	address	to	the	ZUYD-CSIRT	e-mail	address	(csirt@zuyd.nl).		
	
1.3.	Locations	where	this	Document	May	Be	Found		
The	current	version	of	this	profile	is	always	available	at	https://www.zuyd.nl/en/cyber-security	
(English)	or	https://www.zuyd.nl/informatiebeveiliging		(Dutch)	
	
2.	Contact	Information		
	
2.1.	Name	of	the	Team		
ZUYD-CSIRT	is	the	CERT	or	CSIRT	team	for	Zuyd	University	in	The	Netherlands.		
	
2.2.	Address		
Zuyd	University		
ZUYD-CSIRT		
P.O.	Box	550		
NL-6400	AN	HEERLEN		
The	Netherlands		
	
2.3.	Time	Zone		
GMT+1	(GMT+2	with	DST	or	Summertime,	which	starts	on	the	last	Sunday	in	March	and	ends	on	
the	last	Sunday	in	October)		

mailto:cert@surfnet.nl
https://www.trusted-introducer.org/teams/surfcert.html
https://www.trusted-introducer.org/teams/surfcert.html
http://www.db.ripe.net/whois?form_type=simple&full_query_string=&searchtext=-B+irt-surfcert&do_search=Search
http://www.db.ripe.net/whois?form_type=simple&full_query_string=&searchtext=-B+irt-surfcert&do_search=Search
https://www.zuyd.nl/en/cyber-security
https://www.zuyd.nl/informatiebeveiliging


2.4.	Telephone	Number		
The	CERT	does	not	provide	a	public	telephone	number.	Trusted	partners	may	request	an	
emergency	contact	number	if	required.	
	
2.5.	Other	Telecommunication		
Not	available.		
	
2.6.	Electronic	Mail	Address		
csirt@zuyd.nl		
This	address	can	be	used	to	report	all	security	incidents	which	relate	to	the	ZUYD-CSIRT	
constituency,	including	copyright	issues,	spam	and	abuse.		
	
2.7.	Public	Keys	and	Encryption	Information		
PGP/GnuPG	is	supported	for	secure	communication,	but	on	request	only.	
	
The	current	ZUYD-CSIRT	PGP	key	is	included	below	and	is	also	available	on	the	public	key	
servers.		

	
Public	Key	Server	--	Get	"0xa72f4fa1fb1a41e4	"		
-----BEGIN	PGP	PUBLIC	KEY	BLOCK-----		
Version:	SKS	1.1.5		
Comment:	Hostname:	pgp.mit.edu		
	
mQINBFYDyCcBEADiIzKHCo+LgkfOfiOoLo9nBjVLY0nex6iJmy1lRpd2z5P04crQJZ/tnnnO		
QAobB+CEi0f7WZ8xUYEdkuzLQ62BHIVuSWyHwPnnXd6KE9+fEAf+nho4OPOKhan/1Se/k2ZU		
MJQWMRoU+h9REYitf70SsCDk7Unm0NcMVzO0rSgYE6TYmj+4jWgSnPsSOmiGKk8Zp6tqGu3V		
LNZsZhRASl7gAEX+UXuxT3YJCyRGfg/Zv0L85smW3NtDi4+zFL/boUuIkrWSm1feWz9+YtMU		
DmNgQRAeupH5WBKaXPcJH1Q/Hg2ckL9IIYY5y3eTGIvUQAhAmkhEdE8hSi2uF+tEkTQ6eG9I		
EapX9B2nJ7/CUAtR4QYzWExx+k6bFDzN0TRJHvF6CsYsbX0mbheINUvQZbLuaW81bjguajte		
ENnv5jIQeiJNKtmfuIdGzMUA926Os8lxMu1jJOPUG4FHDIE4Z6/130wnp9XlER9SbVKPU2l5		
xXrpbibAloCxOnY0ZB7hndn/4RFeuGwn/kNztby6VVI2hK3JoFIGGMjfi3VrUuCOvKUNFh0f		
p+OeH7L+AFbQrX0o1siHzQ6DIA0CsqD55R6xaJC/FTIPQtdgoN58K4/n6XA5ARw9QxiOXnpg		
9pOHx49wufBoJis34DsQi6BFipW9mRs2OMZaQ4aXBOFr09akbQARAQABtBpadXlkIENTSVJU		
IDxjc2lydEB6dXlkLm5sPokCHAQQAQIABgUCVgPKRwAKCRBMMe6VoKdUofq9D/kBlUt3+lDs		
t90QpP0+BV0b8xakFb28KpioE5Wx+mHUsL6G6aXmXssFJ+/xIf7frY7//YmVsNU/ZDaWZQmT		
lO5003/jhAKjy6rHCTban5EksU2WkDMrY/KAcy4MquwB9FOGckZOZXHZ6B8zJgvlLS3Bbl3N		
e1G2PKtLGBWQvXT0o/AK0uDR8+541XH2he5z6lWKL9tZFlgKAkjmk9SXgGhSuhU+ozl/KCZ3		
cT4/kohr0cAZwqioOOlxc20/xadUyG/pMlEVX2nQm0nUkOHjZ3GKjj9HsYdmyaDSKxeTB1On		
h+6h1lQRSxJSZXiDGSrN8d1rlb5CmDacefL1IZG0LNv/swVZsAHf5FARqsxNEJ5wHwa4cOW9		
zdfZueDEI1Tc/2DQaJZGXjCQRsWjZdCtAi3+E0JEhkzctIRLnmKUQQV98imgT9KTzHz2ygjT		
WPRwGiyAmWHg7X2MDPWt45a+gy2Vb0RA327biuqWCxgI+qhOq1yumIglcdhvOrHj2/QtqSxF		
c48LHFDZFazJNDYCvJH7fWSdk9Ok7+u8yl5n92vI2R/c19NZoTFx/TtjAik/c++PJujTpRqH		
JAwcx7gyeziNrbGjycXJG1xe5IDDksJbF5/Pc0YeXKOSzCgKDtCKyqorRo0gBogIjjKoCDob		
LEcfZX1Ry5pKXy/TjLKA+kwW9IkCHAQQAQIABgUCVgcpKAAKCRAAJrYUZPAY45Z+D/9w2zrI		
wOMNbeSHxuouAwONyaT50j2BfowQnns8e8RXotBCTLvKSvS5IDIpXoxhggxcfFLyEdBXXAf2		
6oLd9Wsf9HMfWf+rvLYkJlM8bLNgTu77XWyVZiUctIlwnNQOCx1siLu2ZvSWUFskVcp6cyHV		
gENKIlg8+unEisSPCLkdtdfO/1KVJgSPslNWMLeNBU6XAc7J/uQ0TlOAH6a6LY4tPumxb1fA		



eRAGOGjFwAA9J080/ndWjnhCm13VpsAR0WcR2Ab0l+8oVsYy+f7rge5hwQa8lJOdUHnv1gYJ		
Ihxpek9i0151teT1n4cDULLig4iWK2wURTyydmso+a4ACqAPZqe5chOCkvXIUcIVT5j7A4pY		
wXH6gTcYbO+OlrqRWAX4hmTHHSwIy0XP3tkMNL6H27uUVvEJ+g96DbHBWuP0wbj8FuSqq+ZH		
SiK1CH1wn5xjdXOwdoL84Vl7bkdtceTtmz2iEOFNtntJowAryh+pEny8wgxkiCuGorV4RkL+		
0eqipLFcBUs8dWkKYyK8Jh3uAYZlt0uLgso3w0iAVHy+wcJxqI33lsseU6egFZh1vnELNCXJ		
1iYbffIl/WjzqhMmjy7jmYvEJBCFrA/J6gy6M1VP3zOpmnUrvFsHfe33BOgVwEhxoC85Ju9t		
6ojr3JoaHf9/1Sb+VL42w6KL/A5xRIkCPgQTAQIAKAUCVgPIJwIbAwUJCWYBgAYLCQgHAwIG		
FQgCCQoLBBYCAwECHgECF4AACgkQpy9PofsaQeSX1BAAkblKrMeg9Z68MS186dv8Wzi0PSct		
J7VjC11OwXfb3Dz+OWOZ7heQr1qTMFjzZSQMQPqDOYbSY0E6apRe/pzEbTaJeg42j8nBVcd9		
5io8rfSgGO5hg9xEuWJlpOfuRSaBL1zhNPQG7KkAatOrWjyYL+okt/mXDuWNadxk5vQEX54G		
2IskeHRqNX71MVZSKhiX0auwygyEK9b2zBxT4qNpRHQN3fg2bXV2e41NuADXMyS3OBMQclRc		
vr2VEXltTWbqtRcM5pC1h7b4xZoKS41p2ELaCyWtK7zEbI1HOW9G6KXcqdFYVyvW+fuPUvzj		
/tQ+xTbPttr9sjiJOZFb3+UmokF6Pr3cCZnC8WAK/zBXYXLHVdy6VJg2m3ErEQXsffXsnxd5		
KXmID+0HOhr/UiIcswRnQMEEXVF0ZTFbU8t0CZHYyLHxJnQKsFEJb+Y+bNuauOXM8xR9N4QH		
IiLlm5fysTldZOCcZZDRNSrXiMKGY4zNp3fIK6CJag96/hyeQVoIEjtA5ovMEgZLl14KW1yF		
R6lQMBPmQMeQvwpF3ylgyx+bWh2g5qc/ixm+54GkDZD51IOyGOyIPmjiSpQdbXt45jkVhbop		
gmWOr71vgb+00ePoL+hWNByvWjpJlSV0X7X3wn7KlVhshnysOp9VraEkL19RqYYfJgRqJvJ4		
KhyfLem5Ag0EVgPIJwEQAJ17i3iQRV/c44R/c7SPDxSspm1tDCa1PLacz6uNi5qJ/ftD44KC		
H8yZ4rjI14Gwl73UFX01+DrXq4rQqlaELmhoMdcx5sda1Yw2zfjx8Q9UmImwcDZ++lXqUU79		
nzzvBXVo4Cbf8c5EVY+Bly3+SjKm+xMt/MGyIw98HNNCcqLTb2PmQm74ffywvtaQur5n1VBG		
fPe2V56vbEsCFcbOvvlAuj9tVXEsLAxv02UPPx0kufzt+wbH10P+UDleAPMH5/LLdFXag2g8		
xwmi2iylX/L4tVbp4Z1mySG7QGmIEbodigEi3zzDhYc+pfIiX8i41JRxXF1IEqj4NQ91Jepw		
iYKT/QpQ3sCoU8LrTMPATsejKk5acogwVmOHWpNOkTZHlOYKPFKMBxdC7lKnbq3kWOtEV50i		
W4WN4/sDyW48Bu7qk8D6KXAUD/OAWSAdpVUg2O/C4ZiYvhrVGe/gxphCD4R7CSlXvvs4GntS		
A9F5TChyrONG/A5HUkdjRdJjnLnpSUgp9VDK77B1PoQquHCvooFH+4yOsvfog+TWQObQgaGX		
02viyevC768AOm0TTHY2DUqjRCNId6xVuPYRZ9pS3eQJqG5FxJ7QLI4dMpMb9Yt6VKQQBA6+		
qWegKv44KTMzl7jogdOgLVtuwRa6va32YvgMP3fDaDvTCLbU3UN5TaXbABEBAAGJAiUEGAEC		
AA8FAlYDyCcCGwwFCQlmAYAACgkQpy9PofsaQeTc1RAAx3Maw4HbPC5vzJuqWzsaTrT9yUb0		
PjNDNo1hqhVe0FHutxXLgxrPt+Y/uq/3y3DkMkcq9FrzGMxhl6XGbXVYIlDjzTgnu52IitNH		
Y9uFc/K+OTpELXyGQk7U8+wKSNQvACTMkekNeqjqKkJVRZcdnxQwWMbuj15mkN9NnFuKZ+NO		
Xq3CvZsivqi9OWYhpIg2+AX5ts2BZff3sxrw7h0tHrIDIyGW7ElPlcAS8qtYwXNbBXRQN1Pu		
VmvjAEAfE1VoT2KTn15zMzYefy6lauZ3zfy34wWpEKGxE2go+kqf8VDUzpRqnYTF2guzBUwk		
ot1YCzKlFsKd/nNVi2Uknku3zJ7g03hYNGYPhAbb0PvLKBA38V42rDl2Y7g85pENAl8k1SSj		
FSML38xR2wb5vIUCxI9e5R/FAUWAOgXRT+yAgbskkYM5QDBlEq3njKBQ3VAVUIaOdrQXikL8		
3sjiWhPjTGJ4cV1ckfHaWFfyMsLG/17CcITcIJxN3JRsk7D9/5l6PCKDBb0Qjdoi4nv/Z8/L		
FsCptMETScgIigZvE6IEcsm/IZQdHtyRSEntzh1XPJGXsDxLBtip4STGZWLpH8cT0DL5CcRM		
u3uv2ff+Nh+GSdEzzPTcQdqOH9/X91EwYp8eA2MfIXrnNipJ4KlFUq2g1Rf75Gl0aq4Y7mtc		
J7n6l78=		
=g4oq		
-----END	PGP	PUBLIC	KEY	BLOCK-----		
	
Please	use	this	key	when	you	want/need	to	encrypt	messages	that	you	send	to	ZUYD-CSIRT.	
When	due,	ZUYD-CSIRT	will	sign	messages	using	the	same	key.		
	
When	due,	sign	your	messages	using	your	own	key	please	-	it	helps	when	that	key	is	verifiable	
using	the	public	key	servers.		
	
2.8.	Team	Members		
No	information	is	provided	about	the	ZUYD-CSIRT	team	members	in	public.		



2.9.	Other	Information		
ZUYD-CSIRT	is	registered	by	SURFcert,	see	https://www.surf.nl/en/services/security/surfcert	
	
2.10.	Points	of	Customer	Contact		
Regular	cases:	use	ZUYD-CSIRT	e-mail	address.		
Regular	response	hours:	Monday-Friday,	08:00-16:30	(except	public	holidays	in	The	Netherlands).		
EMERGENCY	cases:	send	e-mail	with	EMERGENCY	in	the	subject	line.		
	
3.	Charter		
	
3.1.	Mission	Statement		
The	mission	of	ZUYD-CSIRT	is	to	coordinate	the	resolution	of	IT	security	incidents	related	to	their	
constituency	(see	3.2),	and	to	help	prevent	such	incidents	from	occurring.		
	
3.2.	Constituency		
The	constituency	for	ZUYD-CSIRT	is	the	Zuyd	University	in	The	Netherlands.	This	constituency	
consists	of:		
Employees	and	hired	staff	of	Zuyd	University	and	its	affiliate	institutions.	Students	and	guests	of	
the	university,	when	using	a	device	with	an	IP	address	within	the	range	controlled	by	Zuyd	
University.	
Zuyd	University	controls	the	IPv4	ranges	145.91.0.0/16	and	194.104.240.0/20.		
	
3.3.	Sponsorship	and/or	Affiliation		
Zuyd	CSIRT	is	part	of	IVT	(IT-services),	with	governance	aligned	with	the	CISO-office.		
	
3.4.	Authority		
ZUYD-CSIRT	coordinates	security	incidents	on	behalf	of	their	constituency	and	has	no	authority	
reaching	further	than	that.	ZUYD-CSIRT	is	however	expected	to	make	operational	
recommendations	in	the	course	of	their	work.	Such	recommendations	can	include	but	are	not	
limited	to	blocking	addresses	or	networks.	The	implementation	of	such	recommendations	is	not	a	
responsibility	of	ZUYD-CSIRT,	but	solely	of	those	to	whom	the	recommendations	were	made.		

https://www.surf.nl/en/services/security/surfcert


4.	Policies		
	
4.1.	Types	of	Incidents	and	Level	of	Support		
All	incidents	are	considered	normal	priority	unless	they	are	labeled	EMERGENCY.	ZUYD-CSIRT	
itself	is	the	authority	that	can	set	and	reset	the	EMERGENCY	label.	An	incident	can	be	reported	to	
ZUYD-CSIRT	as	EMERGENCY,	but	it	is	up	to	ZUYD-CSIRT	to	decide	whether	or	not	to	uphold	
that	status.		
	
4.2.	Co-operation,	Interaction	and	Disclosure	of	Information		
ALL	incoming	information	is	handled	confidentially	by	ZUYD-CSIRT,	regardless	of	its	priority.		
	
Information	that	is	evidently	sensitive	in	nature,	is	only	communicated	and	stored	in	a	secure	
environment,	if	necessary,	using	encryption	technologies.	When	reporting	an	incident	of	sensitive	
nature,	please	state	so	explicitly,	e.g.	by	using	the	label	SENSITIVE	in	the	subject	field	of	e-mail,	
and	if	possible,	using	encryption	as	well.		
	
Zuyd-CSIRT	supports	the	Traffic	Light	Protocol	(TLP)	version	2.0.	(https://www.first.org/tlp/)	
Information	shared	with	the	tags	TLP:RED,	TLP:AMBER,	TLP:GREEN,	or	TLP:CLEAR	will	be	
handled	according	to	the	FIRST	TLP	v2.0	standard.	We	prioritize	secure	communication	for	
sensitive	information,	preferably	using	PGP-encrypted	email.	
	
ZUYD-CSIRT	will	use	the	information	you	provide	to	help	solve	security	incidents,	as	all	CSIRTs	
do.	This	means	that	by	default	the	information	will	be	distributed	further	to	the	appropriate	
parties	–	but	only	on	a	need-to-know	base,	and	preferably	in	an	anonymized	fashion.		
	
If	you	object	to	this	default	behavior	of	ZUYD-CSIRT,	please	make	explicit	what	ZUYD-CSIRT	can	
do	with	the	information	you	provide.	ZUYD-CSIRT	will	adhere	to	your	policy,	but	will	also	point	
out	to	you	if	that	means	that	ZUYD-CSIRT	cannot	act	on	the	information	provided.		
	
ZUYD-CSIRT	does	not	report	incidents	to	law	enforcement,	unless	Dutch	law	requires	so	-	as	in	
the	case	of	first-degree	crime.	Likewise,	ZUYD-CSIRT	only	cooperates	with	law	enforcement	
EITHER	in	the	course	of	an	official	investigation	–	meaning	that	a	court	order	is	present	–	AND	in	
the	case	where	a	ZUYD-CSIRT	constituent	requests	that	ZUYD-CSIRT	cooperates	in	an	
investigation	or	formal	report.	When	a	court	order	is	absent,	ZUYD-CSIRT	will	only	provide	
information	on	a	need-to-know	base.		
	
4.3.	Communication	and	Authentication		
See	2.8	above.	Usage	of	PGP/GnuPG	in	all	cases	where	highly	sensitive	information	is	involved	is	
highly	recommended.		
In	cases	where	there	is	doubt	about	the	authenticity	of	information	or	its	source,	ZUYD-CSIRT	
reserves	the	right	to	authenticate	this	by	any	(legal)	means.		



5.	Services		
	
5.1.	Incident	Response	(Triage,	Coordination	and	Resolution)		
ZUYD-CSIRT	is	responsible	for	the	coordination	of	security	incidents	somehow	involving	Zuyd	
University.	ZUYD-CSIRT	therefore	handles	both	the	triage	and	coordination	aspects.	Incident	
resolution	is	left	to	the	responsible	administrators	within	Zuyd	University	–	however	ZUYD-CSIRT	
will	offer	support	and	advice	on	request.		
	
5.2.	Proactive	Activities		
ZUYD-CSIRT	proactively	advises	its	constituency	regarding	recent	vulnerabilities	and	trends	in	
cyberattacks.		
ZUYD-CSIRT	advises	Zuyd	University	on	matters	of	computer	and	network	security.	It	can	do	so	
pro-actively	in	urgent	cases,	or	on	request.		
Both	roles	are	roles	of	consultancy:	ZUYD-CSIRT	is	not	responsible	for	implementation.		
	
6.	Incident	reporting	Forms		
Not	available.	Preferably	report	in	plain	text	using	e-mail.	
	
7.	Disclaimers		
None.	


